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A Watermark for Large Language Models

John Kirchenbaver * Jonas Geiping~ Yuxin Wen  Jonathan Katz lan Micrs Tom Goldstein

University of Maryland

Abstruct

Potential harms of large language models can be mitigated Prompt
by warermarking model output, i.c., embedding signals into T Termark decection
generated text that are invisible (o humans but al gorithmi-
cally detectable from a short span of tokens. We propose a
watermarking framework for proprietary language models.
The watermark can be embedded with negligible impact
on text quality, and can be detected using an efficient open-
source algorithm without access (o the language model API
or parameters. The watermark works by selecting a random-
ized set of “green” tokens before a word is generated, and
then softly promoting use of green tokens during sampling
We propose a statistical test for detecting the watermark
with interpretable p-values, and derive an information-
theoretic framework for analyzing the sensitivity of the
watermark. We test the watermark using a multi-billion
purameter model from the Open Pretrained Transformer
(OPT) family, and discuss robusiness and security
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1. Introduction

Figure 1. Outputs of a language model, both with and without
Large language models (LLMs), such as the recently de- the application of @ watermark. The witermarked text if writien

veloped ChatGPT. can write documents, create executable by a human, 15 expected to contain 9 “green” tokens, yet it con-

« ZX 1 JohnKirchenbauer &7El(421), “A Watermark fo rLarge Language Models”, 2024.7, UniversityofMaryland
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Text, vectors
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Source Database
documents
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OpenAl
Embedding Engine

= &X : “OpenAl Embeddings 101: A Perfect Guide For Data Engineers”, 2024.9.4.
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